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== Securing SmartCities: Importance of Standards,

Interoperability and Platforms

Security, Trust, Trusted ICT infrastructure

Vulnerabilities, Threats and Trust Index

Imperatives for securing the Ecosystem - Root of Trust, Security by Design, Data Security,
Common Service Layer Platform

Indian Standards for SmartCities

Summary and Close
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8 Technology is evolving rapidly, business models  tsdsl

connect &serve

are changing by the day

We al’e nOW |n the age Manufacturing Predicting supply chain incidents by analysing dependencies
Of intel I igent Predictive maintenance to avoid breakdowns
. Improving market positioning of products through
COﬂﬂECtIVIty, Where identifying customer preferences
3 Process monitoring to detect trends in order to react to
the device must e
Choose aUt()matI Cal Iy Agglomerating global data to detect industry trends
frOm One amongSt Healthcare Predicting likelihood of hospital readmission through
various ConnectIVIty remote monitoring of patient status
= Optimising resource allocation for treatment
Optlons Predicting diagnosis
Traceability in drug manufacturing and distribution to
assure transparency
Ref: Beecham Research
Transport & logistics  Optimising container tracking and storage
Vehicle tracking to minimise costs, fuel usage and speed
Airports up delivery
w Utilities
Ports " ' Agriculture Remote monitoring of animal assets to optimise care

Manufacturing
Remote monitoring of soil properties to optimise yields

@ Retail Analysing customer behaviour to reduce churn
Increasing sales through targeted marketing

S Candidates for Private Cellular Networks loT Use Cases
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connect Aserve

Who to Trust!

“On the Internet, nobody knows you're a dog”

What to Trust?

ts

Tn.xst

e

Ref: Trust Indicators, ITU

| trust indicators

indicators

 Abilty

Characteristics
that enable an
entity to have
influence within
some specific
contexts.

. Integrity |

The quality of
being honest and
fair or the state of
being complete

l i }

Working or acting
together willingly
for a common
purpose or
benefit

Experience

Stability
Reliability

Scalability

Safety
Robustness

Completeness

Accuracy /
Correctness

Consistency
Certainty
Recency
Assurance
Availability
Credibility

Relevance

The quality or state of something that is not easily changed
or likely to change at any time.

The ability of an entity to perform a required function
sufficiently under any conditions.

The capability of a system or process to handle a growing
amount of work

The ability to protect the entity from existing risk and
danger and to take care of oneself

__ The ability of a system to cope with errors during execution

and erroneous input.

The status is not missing and is of sufficient

The condition or quality of being true, correct, or exact.

Steadfast adherence to the same principles, course, form,
etc,

Free from doubt or reservation or satisfaction of someone’s
expectation,

Reducing the duration left from the revision.

A positive declaration intended to give ¢ e. It also

means promise, pledge; guaranty, or surety.

__ The ability of the system to be in a state to perform

adequately at a given instant within a given time interval.
The quality of being believable or worthy of trust,

The degree connected with the matter in hand; the relation
between the trustor and the trustee.

A personal observation considering only interactions
from a trustor to a trustee.

Public assessment of the trustor regarding the trustee's

prior

and per  J

The subjective preferences of evaluators toward the
subjects of the evaluation.

India's Telecom SDO

Securing the national digital infrastructure is critical for orderly growth and proliferation of the high tech capabilities

26-Aug-2021
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connect &serve

Leet
o°
o

Users
(Application) :

State/Corporate Consumer Governance
Entity Entity Entity

N P

B

IoT/M2M Data loT/M2M
Services Management Service Entity
Entity
—
M2M Area Captive
Network : Public Network Notwork Network
Physical

loT/M2M Functional Plane

o
4o

26-Aug-2021

loT/M2M Standards, Certification and Compliance Plane

10T/M2M Data and Security Management Plane

L Ref: Entity based loT Reference Model, IS 18004 (Part 1) : 2021

Application % Data Owners X Data %
Owners [ [1..n] Security
[
/-—ﬁManages J
Specifies— —Ses rules for
Manages  Carries out Sets
Sets
J >
Metadata = Master = Data = Data =
f data [P
Stored i % Audits Classification Audits Access
‘ Audl!s l‘ T
Stored in Audits ' ‘ﬁ Audits
S Stored in Influences
Audits

Data Sanitisation =
& Anonymisation ~*——Audits-

Data Quality, Provenance =

Data Registries and Audit

Data Catalogues

[1..n] [1..n] Audits '
T 41 T | Data Governance Platforms, TocTIs and Services
Manages Manages— Maintained in s
I rMaintained in l I
Data % Data © Data %
Custodians Management Auditor

Platforms [1..n]

Ref: Data Governance Process, Tools and Services, Unified Digital Infrastructure - ICT Reference Architecture (UDI-ICTRA),
IS 18000 : 2020
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- Imperatives for loT Data Security tsds

Data Sharing and Inter-operability Architecture Common Service Layer Architecture

[

Context Data 1 L ‘-y ‘-’ ‘-’
Information Publication]

Models Platforms

Context
Information
CIM-API Management CIM-APT
[JSON-LD. JSON-1LD]

a ()

" 0]
é tg’ - —
=
L1
Legalcy 50“-.'“'0“5 are Technology Horizontal framework, APls, loT Ontologies (formal description of
Verticals (Zigbee, DLMS for smart Objects as Resource concepts and relationships, e.g. W3C
meters, etc.) Access Control Policy Semantic Sensor Network) as well as
big data frameworks
Disparate
OnemM2M Common
i loT Ready Ecosystem
Mact_nne_s i Framework Y Y
Applications

IS _No Title

IS 18002-1:2021 Unified Digital Infrastructure Data Layer Part 1 Reference Architecture
1S 18003-2:2021 Unified Data Exchange Part 2 API specifications
IS 18004-1:2021 IoT System Part 1 Reference Architecture

Ref: Telgéﬁ@f'&ﬁgeggélcentre Technical Report, M2M Security Bharat Exhibition — 100 Smart Cities 2021 6
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- |Mperatives for Device and App Security

ts

Trust Framework
Unique Identity of
Devices and Apps
Keys & Certificates
Registration of
Service Providers
Certified Devices &
Applications
Privacy Controlled
Access

Increased Security & Cost

o

TECHNICAL REPORT

Need for Identity Assurance >

Root of trust Identity & Authentication

Recommendations for o / M2M Security

Controller
of

Certification
Authority

Use Case | Availability | Authentication

Class

High
High

Medium

Medium
High
High

Low

Low

Transport
Layer

Mandatory

Mandatory

Mandatory

Mandatory

KYC

Machine

Mandatory
Mandatory
Mandatory
Mandatory

Mandatory

*

Mandatory

*

User

Mandatory

Mandatory

Mandatory

Mandatory

Security by Design: Unique global tamper
resistant identity as root of trust,
certification, digital trust and compliance

Ref: Telecom Engineering Centre Technical Report, M2M Security

26-Aug-2021 Bharat Exhibition — 100 Smart Cities 2021
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Security, Trust,

infrastructure

rusted IC

Security & Trust

Confidentiality

‘ Eavesdropping ) Qﬂiﬁcaﬁln

Integrity

Authentication

® O
Faked Identity )

Trustworthiness

Controller N

of

Attributes
Stability

Certification

Reliability

Authority

Ability/ capability

Scalability

Safety

of Origin

Robustness

o> o

/4

Consistency

Integrity/ Honesty

Claims

Certainty

Attributes

\
.,

Recency

Trustworthiness

~ ?

Assurance

Credibility

Benevolence/ Cooperation

Relevance

Physical things

’Physicnl world

Intelligent

Environment

transportation

./

I Data >> I;\tbnnalion >> Knowledge >> Wisdom )
] 1

The CIA Security Triad + Trust Availability
Ref: ITU-T Y.3052 Coope ration
P ‘Pi ' @i Social world - ~ $
l = % A Trusted
= Social IcT a;::lnllans e
2 =
s 4=
__________ g NI, VR - Vo (&)
2 (et Inf@stmc}um and services ) Cyber world ‘; - ° W b mmmmmmn
. c—U Everything as a service ) | o E-commerce Healtheare % <
S | i =
Cyber > c
o Q/\l(‘mnmunicnlion trust E' o — Sensors Communication
D 1 — J‘ E I— ;1;1}1’.}{(T|'s U"I::ll_l)'l:l(::lﬂ Applications
4(7; Control Computing U b everything as a service Z
> e —— - — i @ [0}
S <> @ || et g~ | || e W] T N PR ] T [
E | e e = o %0 T*ege
Q : i OO
(%2}
>
S
—

Ref: ITU-T Y.3052

Y.3052{17)_FO4

Physical things

Trusted ICT infrastructures and services

26-Aug-2021

L Ref: ITU-T Y.3053
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connect &serve

Trust Domains, Threats, T

rust Index, Controls

&%
Social entities

(" 1CT infrastructures and services

~
Everything as a service

g ‘l(‘ommuniculion
-

Control Computing

Ref: ITU-T Y.3052

Social world
Social
trust

Cyber world

Cyber
trust

i’hysical world
Physical

Trust provisioning

( Trusted

ICT applications

@

o ©

E-commerce

Healthcare

Environment

Intelligent

transportation

-

Y.3052(17)_F04

————— 1 |
| I I 1 ( User | l = e —
: : : { Interruption { o | : Crypto Keys Eperating System
P - - ———— IE———
| | | d . Hardware | | ————— e
I | | Eavesdropping o EaEs | | Password System Software
| | 1 - S o [p—
. Software | =
oA | e | conpromee | | AN LMJ
External P ( N S|
Initiates -
| e | [ o | gy | [conmmesntn | [ s
| | | - - - T |
| | | ey | (Powerdraese | | | MLJ Eﬂﬂ
| | | | —
| AN | | Man-in-the- Buffer : | m—
| Internal | | middle Exhaustion | | Buffer  Power
| | . Y T =
| | | { Interference { Sniffing | | Protocol Stack LmﬂJ
| | | | [
L ——— | L 4 P

Ref: http://secret.cs.uab.edu/media/iot_threat_model.png

Individuals
communities

Stakeholders

e g
%

f?’% Social entities
!

| T

2, Physical-physical
* trust relationship ,-

.4—5-

I trust
mmpnnm(

‘C‘TE

Ref: ITU-T Y.3052

l

p— Physical things

Trust provisioning in
the ICT world for
trusted ICT
applications

26-Aug-2021

Trust-centric network
domain A

F
MNetwork element
Acgcess and delivery control

Trust-centric network domai
Vi n li

Ref: ITU-T Y.3053

Bharat Exhibition — 100 Smart Cities 2021
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Lower trust level

Trust-centric network
domain C

Trust-centric network
domain B

Higher trust level

Inter-domain interaction

Intra-domain interaction

Metworking between elements
¥.3053(18)_F04

ns can limit access to trusted
n tr index

tsds
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connect Aserve

oneM2M is an |o

Rel-1 Features

Registration

Discovery

Security

Group Mgmt.

Data Mgmt. & Repository
Subscription & Notification
Device Management
Communication Mgmt.
Service Charging

Network Service Exposure
App & Service Mgmt.
HTTP/CoAP/MQTT Bindings

Rel-2 Features

Time Series Data
Flexible resources that can
be customized by app
developers
Semantics Description &
Discovery
Security Enhancements

+ Dynamic Authorization

= Content Security

+ E2E Security
WebSocket Binding
Ontology for Home Area
Information Model
oneM2M App-ID Registry
oneM2M Interworking

- LWM2M

+ Alloyn
* 3GPP Triggering

Rel-3 Features

* Semantic Querying/Mashups

* 3GPP SCEF Interworking
* Non-IP Data Delivery,
* UE Reachability Monitoring
* Device Triggering
* Ete.

Transaction Management
Service Layer Routing
Common oneM2M

Interworking Framework
= OCF, OPC UA, 0SGi, Modbus

oneM2M Conformance Tests
and Profiles

Security Enhancements
= Distributed Authorization, etc.

Ontology-based Interworking

e TEC has adopted oneM2M Standards as
National Standards for India

https://www.tec.gov.in/pdf/M2M/M2M TR TS.pdf

Standards compliance is very important for a
global play for make-in-India

* Investments are required in local Test Houses,

Trial Labs and Certification Labs

26-Aug-2021

Standards power house

1 Functional Architecture TS-0001 TSDSI STD T1. oneM2M TS-0001-3.15.1 V1.0.0
2 Requirements TS-0002 TSDSI STD T1. oneM2M TS-0002-3.1.2 V1.0.0
3 Security Solutions TS-0003 TSDSI STD T1. oneM2M TS-0003-3.10.2 V1.0.0
4 Service Layer Core Protocol TS-0004 TSDSI STD T1. oneM2M TS-0004-3.11.2 V1.0.0
5 Management Enablement (OMA) TS-0005 TSDSI STD T1. oneM2M TS-0005-3.5.1 V1.0.0
6 Management enablement (BBF)  TS-0006 TSDSI STD T1. oneM2M TS-0006-3.6.2 V1.0.0
7 CoAP Protocol Binding TS-0008 TSDSI STD T1. oneM2M TS-0008-3.3.1 V1.0.0
8 HTTP Protocol Binding TS-0009 TSDSISTD T1. oneM2M TS-0009-3.2.1 V1.0.0
9 MQTT protocol binding TS-0010 TSDSI STD T1. oneM2M TS-0010-3.0.1 V1.0.0
10 Common Terminology TS-0011 TSDSI STD T1. oneM2M TS-0011-3.0.1 V1.0.0
11 Base Ontology TS-0012 TSDSISTD T1. oneM2M TS-0012-3.7.3 V1.0.0
12 LWM2M Interworking TS-0014 TSDSI STD T1. oneM2M TS-0014-3.1.1 V1.0.0
13 Secure Environment Abstraction TS-0016 TSDSI STD T1. oneM2M TS-0016-3.0.2 V1.0.0
14 WebSocket Protocol Binding TS-0020 TSDSI STD T1. oneM2M TS-0020-3.0.1 V1.0.0
15 Field Device Configuration TS-0022 TSDSI STD T1. oneM2M TS-0022-3.0.1 V1.0.0
(|l e s et 75-0023 TSDSI STD T1. oneM2M T5-0023-3.7.3 V1.0.0
Model and Mapping
a7z OIC Interworking T5-0024 TSDSI STD T1. oneM2M TS-0024-3.2.2 V1.0.0
18 3GPP Interworking TS-0026 TSDSISTD T1. oneM2M TS-0026-3.0.0 V1.0.0
19 Ontology Based Interworking TS-0030 TSDSI STD T1. oneM2M TS-0030-3.0.2 V1.0.0
20 Feature Catalogue TS-0031 TSDSISTD T1. oneM2M TS-0031-3.0.1 V1.0.0
21 MAF and MEF Specification TS-0032 TSDSI STD T1. oneM2M TS-0032-3.0.0 V1.0.0
22 Interworking Framework TS-0033 TSDSI STD T1. oneM2M TS-0033-3.0.0 V1.0.0
) Semantics Support TS-0034 TSDSI STD T1. oneM2M T5-0034-3.0.1 V1.0.0
24 0SGi Interworking TS-0035 TSDSI STD T1. oneM2M TS-0035-3.0.0 V1.0.0
25 Use Cases Collection TR-0001 TSDSI STD T1. oneM2M TR-0001-3.1.1 V1.0.0
26 Vehicular Domain Enablement TR-0026 TSDSI STD T1. oneM2M TR-0026-3.0.1 V1.0.0
27 StudvonEnhanced Semantic TR-0033 TSDSI STD T1. oneM2M TR-0033-3.0.0 V1.0.0

Enablement

TSDSI Transposed oneM2M Release 3 standards

Bharat Exhibition — 100 Smart Cities 2021
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TEC ESIM Standard has made available frugal and high QoS connectivity
for devices

* Multi-network QoS for mission critical use cases,
* Frugal remote manageable M2M connectivity, choice of Domestic and International Networks
* Single Dashboard and Self Care platform, supporting multiple MNO subscriptions

. . . Service —
QoSim Dual Profile effect on data transmission States [[ PROVISIONED g BOOTSTRAP EOPERM‘OW _

in mission critical use cases 80%

68% 68% Bootstrap
0% Subscription I:[ ACTIVE E ENDED ]]

64% 64%
Lifecycl
58% 60% g Fixed quota of data,
SMS and Time

50%

34% 329 319 329 300 40%

26% 30% Operational
i SUSPENDED/
Subscription I:[ INACTIVE H ACTIVE ﬂ
20% Lifecycle SAFE CUSTODY
Accessible, moves to Accessible and fully Service is blocked, not
5% 10% LI\;':E Gr: first US\; billed bl\let; -

0%

Days —> Connectivity Lifecycle management through multiple
W % live packets due to fallback profile B % Devices using fallback profile device Iifecycle stages

Card State

Mission Critical
quality of service with

dual network profile
Card Profile Status

Primary Profile is Active on card; Primary network available; Primary network loss; Fallback

No profile is active on the Primary Profile is Active on card; Profile is activated on the card,
Network; Card unable to access Card uses the available Primary Primary is disabled; Card uses the
any network profile netwark available Fallback profile network

Flexible, frugal, secure and remote manageable M2M Connectivity for all Smart Cities Use cases

26-Aug-2021 Bharat Exhibition — 100 Smart Cities 2021 11
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Securing Public Transport — Nirbhaya Framework

ESIM as a root of trust, Common Service Layer as the Trust Infrastructure

t India's Telecom SDO

Application

Cloud
Platform

| | Diagnostics, Remote

Management

Route
Management,
Metering, Alarms

Device [ Driver Verify
#H | Fraud Management
[ Analytics

C&CC, E-Call,
APIs (NERS, RTA)

55 Device, Driver,
= Vehicle Registration

h j‘ie :‘" dj

Vehicle
Positioning

Server &

g s g Storage

— Ref: Sensorise contribution to Architecture for Public Service Vehicle Tracking Architecture for AP State

Automotive Grade
loT Device

Automotive Grade
E-SIM

Mobile App

3

AIS140
1S 16833 : 2018 Automotive
Tracking Device (ATD) and
Integrated Systems

AlIS140/ BIS 16833 Standard

W!ﬁdiﬁ

The AIS140 Standard/ Nirbhaya framework has created an open ecosystem of more than 200 MSMEs offering devices,
applications and loT connectivity, BSNL provides the National Backend that hosts public service vehicle data

26-Aug-2021
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summary

1.

Government spending and impetus is critical to developing high tech services and solutions, 100 Smart
Cities is an important initiative of the government to drive this objective of national capability
development. Indian contributions to global standards are critical for local capability development, IPR
creation for which, registration and recognition of loT/ M2M MSMEs as Service and Solution Providers is
critical to the orderly development of the ecosystem [M2M Service Provider regime]

Standards Development Organisations (SDOs) such as BIS and TSDSI, are working very hard to bring
cutting edge standards to India, Digital Standards Setting Organisation, Telecom Enﬁineering Centre, has
adopted many global standards as National Standards over the last two years which directly assist
SmartCities ICT infrastructure

SmartCities must define its ICT specifications as per the National Standards, such that an interoperable,
scalable, trustful and globally competitive infrastructure is first deployed in the country, and then
replicated in other parts of the world

SmartCities procurement policies must keep in mind the critical importance of Make-in-India, Digital India
and Start-Up India along with the provisions of the Preferred Market Access and Production Linked
Incentives announced by Ministry of Commerce

Use of Indian Local Certification capabilities, Local Test Houses and Local New Technology Labs (e.g. 5G
labs) are critical for enabling the local innovation from MSMEs in loT/ M2M/ICT domain. Certification is
required not just for Products but also Services and Use Cases; use of Indian Root Certification
infrastructure is critical for security and control

The Indian Government, SDOs, SSOs, Academic Institutions, R&D Institutions must work hand in hand
\évith tfée Industry to create a global standards backed vibrant SmartCities ecosystem in India in 2021 and
eyon

26-Aug-2021 Bharat Exhibition — 100 Smart Cities 2021 13
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Thank You

sharad.arora@sensorise.net

9212109999
skype: sharad.arora
linkedin.com/in/sharadsan

Bharat Exhibition — 100 Smart Cities 2021
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Sensorise Digital Services, Sharad Arora

Speaker Profile

® Mr. Sharad Arora is an Engineer by profession
and has more than 31 years of experience in
broad range of leadership roles across various
spheres of IT and Telecommunication
Services.

® As a telecom industry professional, he has played a major role in
setting up of green field IT and Network operations for a GSM
operator and the launch of the 3G business with a huge portfolio of
enterprise and lifestyle products such as a mobile wallet, surveillance,
school bus tracking, security etc.

® Sharad is a visionary thinker with a global perspective, great
leadership abilities, technical skills, learnability, focus and
perseverance for successful orchestration of complex and large scale
“idea to standard” programs. He is a technology evangelist and holds
deep expertise in the areas of Telecom technologies & Operator IT
and BSS, Certification Authority Technologies and Deployment,
Network and Device Security, Machine to Machine Communications,
Embedded Systems and loT, IT for Telecom VAS, SIM cards, related
infrastructure and security.

® As Vice Chair, SGSS & Governing Council member, TSDSI, he has
continuously supported the standardization and policy initiatives for
Telecom, IT, Transport and Urban Development. His valued
contributions as an author/ editorial member enlist more 6 Technical
Reports, 2 ITU contributions and several TSDSI initiatives other than
being an active member of three National Working Groups, BIS
Sectoral Committee on loT, Niti Aayog Telematics Committee, TSDSI
Roadmap and Outreach Committee.

26-Aug-2021

Company Profile

Sensorise is a role model Internet of Things (IoT) and Machine to
Machine (M2M) service provider and a licensed VNO, with expertise
in supplying end-to-end frugal business solutions for improving
Quality of Service (QoS), remote management and lifecycle
management of M2M and loT Devices.

As an industry leader, Sensorise contributes to responsible and
orderly growth of lIoT and M2M domain, bridging the gaps in
infrastructure, technology and services with responsible
contribution to standards, policies & regulations to build compliant
ecosystems for consumers, partners and governments.

Sensorise solutions offer dispersed assets, remote management,
high QoS M2M connectivity and complete security in the l1oT/M2M
domain. Sensorise is credited to bring the very first factory ready
machine solderable ESIM in India. Characterized by a unique
proposition for multi-network remotely manageable connectivity,
Sensorise offers exclusive QoSim and SenseLCM products under
IOT/M2M services.

Awarded with the ‘Best loT Service Provider’ at ET Telecom awards
2020, also the recipient of the 2019 International Stevie Bronze
Award, Vienna in the category of the Most Innovative Telecom
Service Provider for its ‘End to End Connectivity Service Provider for
Machine Critical Use Case (1oT/ M2M)’ —just to name a few.

Bharat Exhibition — 100 Smart Cities 2021 15
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